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Abstract – Cloud computing has recently emerged as a new 
paradigm for hosting and delivering services over the Internet.  
Together with an explosive growth of the mobile applications 
and emerging of cloud computing concept, mobile cloud 
computing (MCC) has been introduced to be a potential 
technology for mobile services. Mobile Cloud Computing 
(MCC) is exploring huge in information technology due to 
anywhere anytime data access. Mobile systems are facilitate 
with rich user experience especially, Smart phones, that is why 
the mobile cloud computing technology is growing rapidly but 
at the same time it introduces the new security threats also. 
Securing data is more critical in the Mobile Cloud 
Environment. This paper gives a survey of MCC, which helps 
general readers have an overview of the MCC including the 
definition, architecture, and security issues.  
 Keywords— Mobile Cloud Computing (MCC), Cloud 
Services, Security issues. 
 

I. INTRODUCTION 
 
“Mobile Cloud Computing at its simplest refers to an 
infrastructure where both the data storage and the data 
processing happen outside of the mobile device. Mobile cloud 
applications move the computing power and data storage away 
from mobile phones and into the cloud, bringing applications 
and mobile computing to not just smart phone users but a 
much broader range of mobile subscribers”. MCC 
incorporates cloud computing properties with the mobile 
computing environment. Due to its attractive business model 
and the increased number of mobile phone (smart-phone, 
tablet pc etc) users in the world, the MCC is proving to be a 
potential future technology. It has also attracted the attention 
of many businessmen and entrepreneurs as a prospective and 
lucrative business opportunity. In MCC has defined as that in 
MCC all the data, its storage and its processing takes place at 
the cloud infrastructure instead of mobile device. The mobile 
cloud applications running on mobile use the computational 
power and data storage capabilities of the cloud. Therefore, 
MCC brings mobile computing services to a wide range of 
mobile users in addition to the smart phone users. Briefly, 
MCC provides mobile users with the data processing and 
storage services in clouds. The mobile users do not need high 
data processing and storage capabilities services on their 
mobile devices since cloud resources are used for all the data 
processing and storage. From mobile user prospective, MCC 
is an astounding improvement because it reduce the mobile 
resources issues like, limited battery power, slow processing 

power, low internet bandwidth, small storage space and less 
energy consumption. 
 

Fig. 1 Architectures of Mobile Cloud Computing: 
 

 
 
As shown is the Fig. 1, mobile cloud computing can be simply 
divided into cloud computing and mobile computing. Those 
mobile devices can be laptops, PDA, smart phones, and so on, 
which connects with a hotspot or base station by 3G, WIFI, or 
GPRS. As the computing and major data processing phases 
have been migrated to ’cloud’, the capability requirement of 
mobile devices is limited, some low-cost mobile devices or 
even non-smart phones can also achieve mobile cloud 
computing by using a cross-platform mid-ware. Although the 
client in mobile cloud computing is changed from PCs or 
fixed machines to mobile devices, the main concept is still 
cloud computing. Mobile users send service requests to the 
cloud through a web browser or desktop application, and then 
the management component of cloud allocates resources to the 
request to establish connection, while the monitoring and 
calculating functions of mobile cloud computing will be 
implemented to ensure the QoS until the connection is 
completed. 
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Services in mobile cloud:  There are mainly three services in 
mobile cloud computing given as below: 

1. Software as a service[SAAS] 
2. Platform as a service[PAAS] 
3. Infrastructure as a service[IAAS] 

 
 

Fig 2: Service Models in Mobile Cloud Computing 
 
These services are mainly for different- different users for 
number of services. These are basically provides an 
environment to mobile users to access number of services on 
demand and there are chances of security threats whenever a 
user wants to access these services and data from cloud. The 
cloud computing has its own issues related to security given as 
below:  
 Security issues in IAAS model:  
1. Virtual host Machine Security  
2. Virtual host Machines images repository security  
3. Virtual network security  
 
 Security issues in PAAS model:  
 
1.data base security[related to SQL]  
2. Application Programming Interface Security  
 
SaaS model security issues:  
 
1. Data Security Management problem 
2. Web Application Vulnerability and Scanning  
 
Similarly in mobile cloud infrastructure there are number of 
security problems like: 
Attacks on Virtual Machines, Vulnerabilities exists at platform 
level, Phishing, Authorization and Authentication, Attacks 
from Local Users etc. 
Even with quite a large number of issues and challenges which 
MCC[mobile cloud computing] is facing, there are still many 
advantages and positive points which MCC provides as 
evaluate to basic IT environment for example: Long battery 

output time, enhanced data storage space, more data and 
application reliability, scalability etc.  
 

II. LITERATURE REVIEW 
 

In order to access the trend and level of research work, in the 
area of titled work, an exhaustive literature has been reviewed. 
Some of the most relevant work is presented. 
M. Ali, “Green Cloud on the Horizon,” have provided 
comprehensive information regarding the cloud security 
problems. The authors inspected the security problem from 
cloud architecture point of view, the cloud stakeholders’ point 
of view and at the end from cloud service delivery models 
point of view. From architecture prospective, the cloud service 
providers need to provide multi-tenancy and elasticity as both 
these characteristics play a major role in cloud security. The 
cloud management security issues and cloud access method 
security issues are also highlighted.  
Soeung-Kon, J. -H. Lee and S. W. Kim, "Mobile Cloud 
Computing Security Considerations", have presented an 
overview of MCC security architecture. Privacy and integrity 
of the data is important aspect of MCC security. The author 
categorized the users’ in term of security into two categories: 
mobile network security and cloud security. In first category 
the security for mobile applications and privacy are explained. 
The second category is about securing the information on the 
cloud or simply securing the cloud. In cloud security the 
authors highlight very important concerns associated with data 
integrity, authentication and digital rights.  
Morshed, M. S. Jahan, M. M. Islam, M. K. Huq, M. S. 
Hossain and M. A. Basher, "Integration of Wireless Hand-
Held Devices with the Cloud Architecture: Security and 
Privacy Issues", identified the serious threats and risks related 
to privacy and security for the mass and corporate users when 
they will integrate their mobile hand held devices with the 
cloud infrastructure. The paper points towards the different 
motivational factors which are forcing mobile cloud operators 
to move their services and operations to cloud. Some of the 
key motivational factors are business interest, user demand, 
preparation of network service provider, QoS and mature 
technologies. The authors conducted a survey that how 
wireless mobile devices integrates with the cloud. The people 
targeted for the survey are mobile device users, cloud 
developers, IT manager or executives and wireless network 
administrators. The results of the survey conducted showed 
that the privacy of the data is the major concern for the 86% of 
the normal mobile users and 94% of the IT managers. 
H. T. Dinh, C. Lee, D. Niyato and P. Wang, "A survey of 
mobile cloud computing: architecture, applications, and 
approaches", have highlighted MCC architecture. After the 
detailed MCC architecture, the applications of MCC are 
explained ranging from mobile commerce, mobile learning, 
mobile health care and mobile gaming.  The existing solutions 
are also presented in detail.  
Security Issues and Challenges of Mobile Cloud Computing 
:Abid Shahzad1 and Mureed Hussain2 have highlighted MCC 
architecture. After the detailed MCC architecture, the 
applications of MCC are explained ranging from mobile 
commerce, mobile learning, mobile health care and mobile 
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gaming. The existing solutions are also presented in detail. 
The author also discussed open issues linked with low 
bandwidth, network access management, quality of service, 
pricing, and standard interface. 
 

III. SECURITY ISSUES OF MCC 
 
Recently the growing trends of smart phones, various service 
providers like Facebook and Twitter and many more, are 
providing their applications on mobile through number of 
easily accessible applications. This has caused number of 
security problems to mobile devices, to cloud and computing 
processes. Following number of issues defined related to the 
problem of security in mobile cloud computing [MCC]. 
3.1. Framework of Security in Mobile Cloud Computing 
Mobile cloud computing is rising day by day due to the 
attractiveness of cloud computing and growing uses of mobile 
devices. Many researchers are showing their interest towards 
this technology. There are number of issues in mobile cloud 
computing due to many problems of mobile devices like low 
battery power, limited storage spaces, bandwidth etc. Security 
is the main concern in mobile cloud computing. Security in 
mobile cloud computing can be explained by generally 
classifying it into 2 frameworks [5]. 
3.1.1  Data/files Security 
The main concern in using mobile cloud computing is 
securing the data of mobile user stored on mobile cloud. The 
data/file of a mobile user is very sensitive; any unauthorized 
person can do changes in it, to damage the data. So the main 
concern of cloud service provider is to provide the security of 
data/files created and manipulated on a mobile device or cloud 
server. The data/file security is very important for holder of 
the data/file as it can contain any confidential information of 
his. 
3.1.2 Security of mobile applications 
Securing the mobile applications or application model is also 
essential because these offer better services to mobile users by 
operating cloud resources. These mobile application models 
use the services of the cloud to increase the potential of a 
mobile device.  
3.2 Why data security is needed in mobile computing 
Generally the data of owner is stored on the mobile cloud; 
once the data is stored the owner does not have that data on his 
own device. Thus, there is threat related to data security and 
confidentiality of the data. It is not accepted by the owner that 
his data/file is disclosed and misused by someone who is not 
an authorized person. There are following security risk related 
to data stored on the cloud server. These attacks affect the data 
stored on the cloud. For owner the integrity of the data is very 
important. If any unauthorized person performs changes in 
data of other person then it can damage the integrity of the 
data. Any person after finding confidential information of 
other person can harm that person. So, data confidentiality is 
also a concern of data owner.  
 

IV. CONCLUSION 
 
Mobile cloud computing is one of mobile technology trends in 
the future since it combines the advantages of both mobile 

computing and cloud computing, thereby providing optimal 
services for mobile users. This paper has provided an 
overview of mobile cloud computing in which its definitions, 
architecture have been presented. 
Then, the issues and related approaches for mobile cloud 
computing security (i.e., from communication and computing 
sides) have been discussed and in future we will be proposed a 
technique to further enhance the security level in mobile 
computing. 
 
REFERENCES 
 
[1] M. Satyanarayanan, “Mobile computing: the next decade,” 
in Proceedings of the 1st ACM Workshop on Mobile Cloud 
Computing & Services: Social Networks and Beyond (MCS), 
June 2010. 
 [2] K. opovi and Z. Hocenski, "Cloud computing security 
issues and challenges", MIPRO, 2010 Proceedings of the 33rd 
International Convention, (2010) May  
[3]M. Satyanarayanan, “Fundamental challenges in mobile 
computing,” in Proceedings of the 5th annual ACM 
symposium on Principles of distributed computing, pp. 1-7, 
May 1996. 
[4] M. Ali, “Green Cloud on the Horizon,” in Proceedings of 
the 1st International Conference on Cloud Computing 
(CloudCom), pp. 451- 459, December 2009. 
[5] Abdul Nasir Khan, M.L. Mat Kiah , Samee U. Khan, 
Sajjad A. Madani , “Towards secure mobile cloud computing: 
A survey,” Future Generation Computer 
Systems2012),doi:10.1016/j.future.2012.08.003, in 
press.Considerations", Journal of Security Engineering, no. 9, 
(2012) April.  
[6] H. T. Dinh, C. Lee, D. Niyato and P. Wang, "A survey of 
mobile cloud computing: architecture, applications, and 
approaches", Wireless Communications and Mobile 
Computing - Wiley, (2011) October.  
[7]http://www.mobilecloudcomputingforum.com/ 
[8] White Paper, “Mobile Cloud Computing Solution Brief,” 
AEPONA, November 2010. 
[9] Morshed, M. S. Jahan, M. M. Islam, M. K. Huq, M. S. 
Hossain and M. A. Basher, "Integration of Wireless Hand-
Held Devices with the Cloud Architecture: Security and 
Privacy Issues", International Conference on P2P, Parallel, 
Grid, Cloud and Internet Computing (3PGCIC), (2011) 
October.  
http://www.eecs.berkeley.edu, 2009. 
[10] Dark Reading, Security is chief obstacle to cloud 
computing adoption, study says, http://www.darkreading.com. 
[11]  Mobile Cloud Security Issues and Challenges: A 
Perspective A. Cecil Donald, S. Arul Oli, L. Arockiam 
Research Scholar, Research Scholar, Associate Professor 
[12] Security Issues and Challenges of Mobile Cloud 
Computing :Abid Shahzad1 and Mureed Hussain2 Faculty of 
Computing, Shaheed Zulfikar Ali Bhutto Institute of Science 
and Technology (SZABIST), H-8/4, Islamabad 44000, 
Pakistan. 


